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METHOD AND APPARATUS FOR ENCODING A PLURALITY OF PRE- 
DEFINED CODES INTO A SEARCH KEY AND FOR LOCATING A 
LONGEST MATCHING PRE-DEFINED CODE 

Field of the Invention 

5 The present invention is directed to encoding a plurality of pre-defined codes 
into a search key and using the search key to locate a longest matching pre- 
defined code in response to a given rode. More particularly, the invention is 
directed to encoding pre-defined codes into a search key where the pre-defined 
codes may be destination addresses for packet data, and using the search key 

10 to facilitate fast look up of routing or next hop information required to route a 

data packet to its destination address. 

Background of the invention 

The Internet is growing explosively. This explosive growth is reflected in both 
the number of devices using the Internet and the rate at which data packets are 
1 5 communicated between these devices. 

When a sending device and a receiving device exchange a packet via the 
Internet, the packet generally passes through a number of network elements 
connected to the Internet between the sending device and the receiving device. 
A network element might include a switch, a router, or generally any network 
20 node. The packet is said to hop from one device to a next device in transit 

between the sending device and the receiving device via the Internet. Thus, a 
next device is often called a next hop. 

Every device connected to the internet is identified by a bit-sequence called an 
address. The number of Internet addresses is also growing explosively, in 
25 order to cope with this latter growth, the Internet Protocol (IP) supports multiple 

address encoding schemes, with the result that internet address bit-sequences 
are not all the same length. 
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A sending device encodes within each packet an address corresponding to the 
receiving device, which is generally called a destination address. When a 
packet arrives at a network element the network element examines the 
destination address encoded in the packet in order to select an appropriate next 
5 hop to forward the packet toward the receiving device. Generally, this next hop 
selection is made from among a relatively small number of devices that are 
proximate to the network element in the network. 

Typically, the network element selects a next hop device using a routing table 
that correlates destination addresses to addresses or ports associated with the 

1 0 proximate devices. Usually, the routing table does not include a separate record 
for each destination address, but instead includes one record for each family of 
destination addresses, for example destination addresses sharing a common 
bit-sequence prefix. Thus in order to identify a correlated next hop device, the 
network element searches the routing table for the longest prefix that matches 

15 the destination address encoded in a packet being routed. However, efficiently 
searching the routing table for a longest matching prefix rather than a complete 
address can be complicated because there may exist several matching prefixes 
whereas only the longest matching prefix is being sought. Thus the search 
algorithm must locate a matching prefix and then determine that no longer 

20 matching prefix exists. 

It will be appreciated that the explosive growth in both the number of potential 
destination addresses and the rate at which packets must be routed is placing 
significant demands on network elements. In fact, it is predicted that a new 
generation of network element will have to route millions of packets per second. 
25 Thus, the routing table lookup mechanism is critical to efficiently operating a 
network element and the Internet as a whole. Unfortunately, conventional 
routing table lookup mechanisms are insufficient for this task because they are 
too slow. 
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What is needed therefore is a way to encode pre-defined oodes such as 
address-prefix bit-sequences and a way to locate a longest matching pre- 
defined code to a given code. 

SUMMARY OF THE INVENTION 

5 The present invention addresses the above needs by providing a method and 
apparatus for encoding a plurality of pre-defined codes into a search key and a 
method and apparatus for locating, in a list of pre-defined codes, a longest code 
matching a given code. 

The method and apparatus for encoding involves using a processor circuit to 
10 produce a Prefix Node Bit Array (PNBA) having a plurality of bit positions 
corresponding to possible bit combinations of a bit string having a length equal 
to or less than the longest predefined code in the plurality of the pre-defined 
codes such that the bit positions are arranged by the lengths of the possible bit 
combinations and by numeric value of the possible bit combinations and to set 
1 5 bits active in bit positions which correspond to bit combinations of the possible 

bit combinations identified by the pre-defined codes. 

As the pre-defined codes are mapped into corresponding bit positions of the 
PNBA, a single bit can be used to represent the presence or absence of a 
possible bit combination. Consequently, the memory required to store the pre- 
20 defined codes, for look up purposes, is reduced, 

Preferably, the method and apparatus also involve producing a next hop array 
associating bit positions of the PNBA which have active bits with routing 
information for use by a router to route a packet. Thus, the pre-defined codes 
are associated with respective bit positions in the PNBA and the respective bit 
25 positions in the PNBA are associated with respective next hop information 

associated with the pre-defined codes. 

In one embodiment, a plurality of PNBAs may be used to encode a plurality of 
subgroups of bits of the pre-defined codes. The use of a plurality of PNBAs may 
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also involve producing an External Subtree Route Bit Array, having bit positions 
corresponding to possible further subgroups of bits of the pre-defined codes. In 
one embodiment, a single PNBA may be used to encode the plurality of pre- 
defined codes. Alternatively, in another embodiment, a plurality of PNBAs may 
5 be used, with associated External Subtree Route Bit Arrays (ESRBAs) as 
PNBA-ESRBA pairs in a single page of information, or as PNBA-ESRBA pairs 
on respective pages of information, Each page may include a next page 
pointer, pointing to a next page in a plurality of respective pages to be searched 
after considering a given page in a search. 

10 The method described above facilitates locating a longest code matching a 
given code, in the list of pre-defined codes. This has particular use in routing 
packets in a computer network, for example, wherein the method can be used to 
locate routing information or next hop information based upon a destination 
address of a packet If a destination address of the packet is considered to be a 

15 given code and destination prefixes are considered to be a list of pre-defined 
codes, the apparatus provides a method of locating in a list of pre-defined codes 
a longest code matching a given code. The method involves producing a 
search mask encoding at least one portion of the given code, and comparing the 
search mask to a search key having a Prefix Node Bit Array (PNBA). In the 

20 PNBA, a bit is set active in at least one of a plurality of bit positions 
corresponding to possible bit combinations of bits in a bit string having a length 
equal to or less than the longest predefined code in the plurality of the pre- 
defined codes and arranged by the lengths of the possible bit combinations and 
by numeric values of the bit combinations. The purpose of comparing is to 

25 identify a common active bit position in the search key and the search mask 

corresponding to a one of the pre-defined codes having a length greater than all 

others of the pre-defined codes which correspond to common active bit 
positions. 
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Effectively, the need to compare bits of the given code with bits of pre-defined 
codes in the list of such codes is eliminated by use of the search mask and the 
search key. 

If the search key includes a single prefix node bit array, then the search mask is 
5 produced to include a single prefix node bit array mask of the same length, for 
comparison with the prefix node bit array. This may be done by logically 
AMDing the PNBA mask with a search PNBA of the search key to produce a 
resultant PNBA. A highest bit position in the resultant PNBA identifies a longest 
code of the predefined codes which is the longest code matching the resultant 
10 PNBA. 

When the method is used to locate next hop information for a packet having a 
destination address which acts as the given code, the next hop information can 
be located by finding the information associated with the highest ordered bit 
position, which is set active in the resultant PNBA. 

1 5 Alternatively, a plurality of PNBA masks may be produced to encode possible bit 
subcombinations of the given code. These PNBA masks can be used with a 
plurality of PNBAs to consider subcombinations or subprefixes of the given code 
and the predefined codes to reduce the amount of memory to encode the 
predefined codes. In such an embodiment a PNBA mask representing a first k 

20 bits of the given code is compared with a first PNBA encoding a first k bfts of 
the pre-defined codes to determine a potential longest matching subprefix. 

An External Subtree Route Bit Array (ESRBA) associated with the first PNBA is 
then compared with a first ESRBA mask derived from the given code to 
determine whether or not further searching of a further PNBA is required- If not, 
25 then in the case where the given code is a destination address for example, the 

result of the comparison between the first PNBA and the first PNBA mask can 
be used to determine next hop information. Alternatively, if further searching is 
to be performed, then a second PNBA is compared with a second PNBA mask 
to produce a further potential longest matching code and a second ESRBA and 
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Figure 5 is a tabular representation of a Prefix Node Bit Array (PNBA) 
generated by the processor circuit from the sorted list of prefixes 
shown in Figure 3; 

Figure 6 is a tabular representation of the list shown In Figure 3 with PNBA 
5 bit positions associated with corresponding listed prefixes and 

decimal values of corresponding listed prefixes; 

Figure 7 is a tabular representation of a next hop array produced by 
showing next hop information associated with PNBA bit positions; 

Figure 8 is a tabular representation of a PNBA mask produced from a 
1 0 destination address in a received data packet; 

Figure 9 is a tabular representation of a resultant PNBA produced by 
ANDing the PNBA of Figure 5 with the PNBA mask of Figure 8; 

Figure 10 is a tabular representation of the sorted list of Figure 3 with 
associated PNBA bit positions and PNBA bit values produced 
1 5 according to second and third embodiments of the invention; 

Figure 11 is a tabular representation of the 6 possible address prefixes for 
listing sub-prefixes having 2 or less bits according to the second 
and third embodiments of the invention; 

Figure 12 is a tabular representation of a first PNBA produced in accordance 
20 with the second and third embodiments of the invention; 

Figure 13 is a tabular representation of a next hop array produced in 
accordance with the second and third embodiments of the 
invention; 

Figure 14 is a tabular representation of a search key produced according to 
25 the second embodiment of the invention; 
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Figure 15 is a tabular representation of a first External Subtree Root bit 
Array (ESRBA) produced according to the second and third 
embodiments of the invention; 

Figure 16 is a tabular representation of a first PNBA mask produced 
5 according to the second and third embodiments of the invention; 

Figure 17 is a tabular representation of a second PNBA mask according to 
the second and third embodiments of the invention; 

Figure 18 is a tabular representation of a third PNBA mask produced 
according to the second and third embodiments of the invention; 

10 Figure 19 is a tabular representation of a first resultant PNBA according to 
the second and third embodiments of the invention; 

Figure 20 is a tabular representation of a first ESRBA mask produced 
according to the second and third embodiments of the invention. 

Figure 21 is a tabular representation of a second ESRBA mask produced 
1 5 according to the second and third embodiments of the invention; 

Figure 22 is a tabular representation of a third ESRBA mask produced 
according to the second and third embodiments of the invention; 

Figure 23 is a tabular representation of a first resultant ESRBA produced 
according to the second and third embodiments of the invention; 

20 Figure 24 is a tabular representation of a second resultant PNBA produced 
according to the second and third embodiments of the invention; 

Figure 25 is a tabular representation of a second resultant ESRBA produced 
according to the second and third embodiments of the invention; 
and 
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Figure 26 is a tabular representation of a single page with five PNBA- 
ESRBA pairs in a search key produced according to the third 
embodiment of the invention. 

DETAILED DESCRIPTION 

5 Referring to Figure 1, a network employing a network element or network 
node 10, according to a first embodiment of the invention is shown generally 
at 12. In this embodiment, the network 12 is a packet network, such as an 
internet or intranet, for example. The network element may be a router, or a 
switch, for example, and generally acts to forward packets received from a 
10 packet network to other network elements en route to a destination device 
identified by a destination address in a packet header of the packet. 

The network element 10 has a plurality of input ports 18 and a plurality of 
output ports 20 for receiving and transmitting signals respectively on the 
network 12. There may be a plurality of network elements 10 on the network 
15 12, each network element representing a "hop" in a path from the sender of a 

packet to a receiver of the packet. 

Referring to Figure 2, the network element 10 is illustrated in greater detail. 
Essentially, the network element encodes and associates a plurality of pre- 
defined address prefixes with a plurality of corresponding output ports 20 in 

20 such a manner that when a packet is received at the network element 10, the 
packet is routed to an output port associated with the longest pre-defined 
address prefix matching a destination address encoded in the packet. In the 
present embodiment, the network 12 may be an Internet Protocol (IPv4) 
network and accordingly, the destination address encoded in the packet is 32- 

25 bits long. However, for the purposes of explanation a 5-bit destination 
address will be used herein. 

To route a packet from an input port 18 to an output port 20 in the manner 
described above, the network element 10 includes a processor circuit 30 in 
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communication with a random access memory (RAM) 32 and a read only 
memory (ROM) 34* The processor circuit 30 is also in communication with an 
input/output (I/O) interface 38, which is connected to receive packets from the 
input ports 18 and to transmit packets to appropriate output ports 20 in 
response to directions provided by the processor circuit 30 in accordance with 
the present invention. 

To achieve this, the ROM 34 is programmed with codes for directing the 
processor circuit 30 to perform certain functionality, including both 
conventional functionality of a network element 10 and the novel functionality 
of the present invention. The ROM 34 may be programmed with codes 
downloaded via the network 12 from a remote computer (not shown), or may 
have a media interface (not shown) for reading codes from a computer 
readable medium such as a CD-ROM, diskette or any other computer 
readable medium accessible by the processor circuit 30. In general, at least 
one set of codes programmed into the ROM configure the processor circuit to 
encode a plurality of predefined codes into a search key by producing a Prefix 
Node Bit Array (PNBA) having a plurality of bit positions corresponding to 
possible bit combinations of a bit string having a length equal to or less than 
the longest predefined code in the plurality of the pre-defined codes such that 
the bit positions are arranged by the lengths of the possible bit combinations 
and by numeric value of the bit combinations, and by setting active bits in bit 
positions which correspond to bit combinations of the possible bit 
combinations identified by the pre-defined codes. 

Another set of codes programmed into the ROM configures the processor 
circuit to locate, in a list of pre-defined codes, a longest code matching a 
given code by producing a search mask encoding at least one portion of the 
given code and comparing the search mask to a search key having a Prefix 
Node Bit Array (PNBA) in which a bit is set active in at least one of a plurality 
of bit positions corresponding to possible bit combinations of bits in a bit string 
having a length equal to or less than the longest predefined code in the 
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plurality of the pre-defined codes and arranged by the lengths of the possible 
bit combinations and by numeric values of the bit combinations, to identify a 
common active bit position in the search key and the search mask 
corresponding to a one of the pre-defined codes having a length greater than 
5 ail others of the pre-defined codes which correspond to common active bit 
positions. 

More particularly, in accordance with the first embodiment of the invention, the 
codes programmed into the ROM include a first segment of codes 33 for 
directing the processor circuit to act as an encoder to encode the pre-defined 
10 address prefixes for facilitating fast identification of an output port to which an 
incoming packet is to be routed and a second segment of codes 35 for 
directing the processor circuit 30 to act as a router by using the encoded pre- 
defined address prefixes to identify an output port to which an incoming 
packet is to be routed. 

15 The pre-defined address prefixes which are to be encoded by the processor 
circuit 30 are provided by a routing authority such as an owner of the network 
12 or network element 10 to identify corresponding output ports 20 of the 
network node which are to receive packets bearing certain address prefixes. 
For example, the network authority may specify that packets having the single 

20 binary value "0" as the longest matching portion of their destination address 
with a pre-defined address prefix are to be routed to port number one. in 
general, the network authority provides to the network element 10 a list of pre- 
defined address prefixes referred to hereafter as listed prefixes, together with 
associated next hop port information, such as an identification of the output 

25 port to which a packet is to be routed when at least a prefix of its destination 
address matches one of the listed prefixes. Preferably, the listed prefixes are 
pre-sorted by length and bit position entries, in ascending order, into a sorted 
list or table 40 of routing records 42 as shown in Figure 3. 
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Each routing record 42 includes three fields, namely a prefix field 44, a length 
field 46, and a next-hop field 48. The prefix field 44 holds codes representing 
a listed prefix for which next hop information exists. The length field 46 holds 
codes representing the string length of the listed prefix represented in the 
5 prefix field 44. The next-hop field 48 holds codes representing the next hop 
information, in particular, codes identifying one of the output ports 20 to which 
a packet received at an input port 18 should be directed when the associated 
listed prefix is the longest listed prefix matching at least a portion of a 
destination address encoded in a received packet. 

10 In this embodiment, the routing records 42 have been presorted in the sorted 

list 40, first according to the binary value of the prefix strings stored in the 
prefix field 44 and second according to the string lengths stored in the length 
field 46. 

Encoding According to the First Embodiment 

15 The processor circuit 30 shown in Figure 2 ultimately encodes a search key 
using the listed prefixes shown in Figure 3 and produces a next hop array 
associating bit positions of the search key with next hop information to 
facilitate fast location of the identity of the output port to which an incoming 
packet is to be routed. 

20 In this embodiment, generally, the search key includes a Prefix Node Bit Array 
(PN8A) having bit positions associated with respective listed prefixes. In the 
general case, all possible address prefixes have corresponding bit positions in 
the PNBA. Consequently, the size of the PNBA depends upon the maximum 
length of the listed prefixes. In general, the PNBA has -2 bit positions. 

25 In the listed prefixes shown in Figure 3, the longest listed prefix is seen on 

Row 10 of the list and has a length of 5 bits. From the general relationship 
provided above, there are 62 possible address prefixes or bit combinations of 
bit strings having a length equal to or less than the longest address prefix or 
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pre-defined code and each of these is shown adjacent its corresponding bit 
position in Figure 4, Figure 4 also shows that the bit positions of the PNBA 
are arranged in order by ascending lengths of possible bit combinations and 
by ascending numeric value of corresponding possible bit combinations. In 
Figure 4, the listed prefixes provided in the sorted list shown in Figure 3 are 
highlighted in bold type, in Figure 5, a PNBA for these listed prefixes is 
shown at 49 and it can be seen that bits in bit positions 1,2,3,4,6,9,10,17,29 
and 62 are set active as there are corresponding listed prefixes in the prefix 
table shown in Figure 3. 

In general, referring to Figure 6, for the i th routing record, a bit in a 
corresponding bit position b t of the PNBA is set active, according to the 
following expression: 



+ value($) t (1) 



where 

i = index number identifying the I th routing record; 

- bit position of the PNBA corresponding to the I th routing record, 
in which the bit is set active 

\S\ = length of the prefix string as indicated in the prefix length field 46 
of the i th routing record; and 

value(S) = decimal value of the listed prefix represented in the prefix 
field 44 of the i* routing record. 

After determining which bit positions of the PNBA are to be set to one, 
indicators of these bit positions may be added to PNBA bit position fields SO 
associated with respective listed prefixes of the listed prefix table, to produce 
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an enhanced listed prefix table 52 as shown in Figure 6, This table has all of 
the columns of the table 40 shown in Figure 3 and has further columns for 
PNBA bit position fields 50 and decimal values of prefix string fields 54. 

After producing the enhanced listed prefix table shown in Figure 6, the next 
5 hop information associated with the records therein is sorted according to the 
associated PNBA bit position indicated in the PNBA bit position field 50 of 
each record, to produce a next hop array 70 as shown in Figure 7 having next 
hop records such as record 60 with next hop information fields 62 and 
associated PNBA bit position fields 64. Thus 7 the processor circuit is 
10 configured to produce a next hop array associating bit positions of the PNBA 

which have active bits with routing information for use by a router to route a 
packet 

Locating and Routing According to the First Embodiment 

The router code segment executed by the processor circuit uses the PNBA 
15 shown in Figure 5 to determine a position in the next hop array 70 shown in 
Figure 7 to locate the appropriate next hop information in response to a 
destination address in a packet received at the network element 10. 

In this embodiment, the router code segment directs the processor circuit 30 
to use the destination address of a received packet to determine a longest 
20 matching listed prefix, to find the PNBA bit position of the longest matching 
prefix and to find the next hop information from the next hop array 70 using 
this PNBA bit position, 

More particularly, determining a longest matching listed prefix is achieved by 
first producing a PNBA mask encoding at least a portion of the destination 
25 address or more generally, at least a portion of a given code, by applying a 

procedure similar to that used to generate the PNBA to the destination 
address in the received packet In particular, using the expression: 
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j^2r+vahu(S t ). (2) 

where 

g, = one of the prefix substrings of the destination address or given 
code 

5 \s\ = the length of £. 

value{$) = the decimal value of g. 

Since the PNBA was produced using * = 5 a PNBA mask having 2 k+l -2 = 62 
bit positions is produced with bits in bit positions being set according to the 
above expression. For example, if the destination address is 11101, a PNBA 
10 mask as shown at 66 in Figure 8 is produced, in which bit positions 2, 6, 14, 

29 and 60 are set active. 

The PNBA mask 66 shown in Figure 8 is then ANDed with the PNBA 49 
shown in Figure 5, in which bit positions 1,2,3,4,6,9,10,17,29 and 62 are set 
active, to produce a resultant PNBA as shown at 68 in Figure 9 in which bit 
15 positions 2,6 and 29 are set active. Bit position 29 represents the longest 

matching listed prefix: 1110. If no such bit position exists, that is, the resultant 
PNBA is zero, then there is no next hop information in the next hop array 70 
shown In Figure 7 and the packet is routed to a default next hop port. 

In this example, the resultant PNBA 68 is non-zero, therefore the position in 
20 the next hop array 70 at which the corresponding next hop information is 

stored is given by the following expression: 

n-l 

£ PNBA{i) + value (next hop in the pointers array), (3) 
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where 

PNBA(?)=0 for f<l. 
Using bit position 29 determined above, the relation produces the following: 

2 |]W&4(0=8;and 

5 value (next hop in the pointers array) = 1 

8 + 1=9 

Consequently, the ninth position in the next hop array holds the appropriate 
next hop information. The processor circuit is then directed to forward the 
packet to the output port associated with the information stored in the ninth 
1 0 position of the next hop array 70. 

Encoding According to a Second Embodiment 

It will be appreciated that Figure 5 indicates that many of the bit positions in 
the PNBA of the first embodiment have a zero, and therefore only a relatively 
small number of PNBA bit positions are active. In other words, only a small 

15 number of the possible address prefixes are used. Referring to Figure 10, a 

prefix table is shown at 71 in which the table of Figure 3 is repeated with 
further columns for a decimal value of a bit prefix field 73, a decimal value of 
sub-prefix length field 75, a PNBA bit position field 77 and a PNBA bit value 
field 79. If a box 81 is drawn around the first two bits of each listed prefix it 

20 can be seen that all but five of the listed prefixes are fully defined by the bits 
within the box- These bits may be regarded as sub-prefixes of the listed 
prefixes. A second embodiment of the invention involves producing a search 
key by encoding sub-prefixes of the listed prefixes or more generally sub 
groups of bits of the pre-defined codes in a plurality of smaller PNBAs to 

25 reduce the amount of memory required to store the search key. 
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ln this second embodiment the sub-prefixes shown within the box 81 are 
mapped to their own sub-prefix PNBA using the method described in connection 
with the first embodiment of the invention, in this example the box separates a 
plurality of two or less bit sub-prefixes which map into a first PNBA having six 

5 possible address sub-prefixes which are shown in Figure 11. The size of the 

first PNBA in this embodiment depends on the number of bits k used as a sub- 
prefix. In this embodiment k = 2. in general, in this embodiment the first PNBA 
has (2*' L -2) bit positions. The sub-prefixes found in Figure 10 correspond to 
bit positions 1,2,3,4,and 6 as shown in Figure 11 . Consequently, bits in these bit 

10 positions are set to one in the first PNBA 83 while all remaining bit positions, in 

this case only bit position 5, are set to zero, as shown in Figure 12. 

In general, the bits in the first PNBA are set according to the expression: 

J = %r*+vatue(S k ), (4) 

where: 

1 5 \S k \ & the length of the i* sub-prefix; and 

value(g k ) =the decimal value of the k -bit or less i rt sub-prefix. 

After determining which bit positions of the first PNBA 69 are to be loaded 
with a one, indicators of these bit positions may be inserted into PNBA bit 
position fields 77, in respective records associated with respective listed 

20 prefixes in the listed prefix table as shown in Figure 10. In addition, the 

associated PNBA bit value stored in each bit position may be added to the 
PNBA bit value fields 79 of the corresponding records shown in Figure 10 to 
indicate which of the records are to be used to produce the next hop array. 
Then, the next hop information associated with records having a PNBA bit 

25 value of one in their respective PNBA bit value field are ordered according to 
the associated first PNBA bit position to produce a next hop array 72 up to a 
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first PNBA bit position field column 85 as shown in Figure 13, wherein the 
position of next hop information in the next hop array is determined by the 
contents of the associated first PNBA bit position fields 77 of the indicated 
records in the table shown in Figure 10. 

5 As shown in Figure 14, a next hop pointer 74 is associated with the first PNBA 
69 to indicate a position in the next hop array 72 at which the next hop 
information for the first listed sub-prefix encoded by the first PNBA 69 is 
located. 

Since some of the sub-prefixes are part of listed prefixes which are longer 
10 than two bits, it is necessary to use another code, herein referred to as an 
External Subtree Root Bit Array (ESRBA) to identify those sub-prefixes which 
are part of a longer, listed prefix. In general the ESRBA has 2* bit positions, 
corresponding to the possible bit combinations of k bits. In the example 
given, with k=2, there are 4 possible bit combinations and therefore as shown 
15 in Figure 15, a first ESRBA 76 has 4 bit positions representing the bit 
combinations 00,01,10 and 11 respectively. 

As shown in Figure 10, 00 is a sub-prefix of the third listed prefix 0010 and 
therefore the first bit position of the first ESRBA is set to one. Similarly, 01 is 
a sub-prefix of 010 and 011 and therefore the second bit position of the first 
20 ESRBA is set to one. The sub-prefix 10 is not found in the first k bits of the 
records in the table shown in Figure 10 and therefore the third bit position of 
the first ESRBA is set to 0. Finally, the sub-prefix 11 is shown in the table and 
therefore the fourth ESRBA bit position is set to one. The first ESRBA 76 thus 
has the value 1101, as shown in Figures 14 and 15. 

25 Under each sub-prefix, there may be further combinations of k or less bits 
and therefore a separate PNBA is produced to encode the possible k bit 
sequences after each sub-prefix having a length longer than k. In the 
example shown, the sub-prefixes which have a length longer than 2 are on 
rows 3,5,6,9 and 10 and have the values 00, 01 and 11. Thus, as shown in 
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Figure 14, a second PNBA 78 is produced for ail of the possible bit 
combinations which follow the sub-prefix 00, a third PNBA 80 is produced to 
encode all of the bit combinations which follow the sub-prefix 01, and a fourth 
PNBA 82 is produced to encode ail of the bit combinations which follow the 
5 sub-prefix 11. 

As shown in Figure 10, for the second PNBA 78, the only bit combination 
which follows the 00 prefix is 10, which corresponds to bit position 5 of the 
two-bit PNBA shown in Figure 11, Bit position five is thus set with a one and 
all other bit positions are set to zero. Consequently, as shown in Figure 14, 
1 0 the second PNBA 78 has the value 000010. 

As there is only one bit combination which follows the 00 prefix, there is only 
one record and the next hop information for the corresponding listed prefix, 
that is, for the listed prefix in row 3 of the table shown in Figure 10 is 
appended to the bottom of the next hop array 72 to form a sixth position of 
15 that array, as shown in a second PNBA bit position field column 87 of the next 
hop array 72 shown in Figure 13. 

As shown in Figure 14, a second next hop pointer 84 is associated with the 
second PNBA 78 to indicate the position, in the present example position 6, of 
the next hop array 72 at which next hop information for the first listed prefix 
20 encoded by the second PNBA 78 is stored. 

As shown in Figure 10, for the third PNBA 80, there are two combinations 
which follow the 01 sub-prefix: 0 and 1 respectively. These combinations 
correspond to the first and second bit positions of the two-bit PNBA shown in 
Figure 11 . Bit positions 1 and 2 of the third PNBA 80 are thus set to one and 
25 all other bit positions are set to zero. Consequently, as shown in Figure 14 
the third PNBA 80 has the value 110000. 

As there are two combinations which follow the 01 sub-prefix, the 
corresponding listed strings are appended to the next hop array 72 shown in 
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Figure 13. Thus, the next hop information for the listed strings on rows 5 and 
6 of the listed prefix table in Figure 10 are appended to the next hop array 72 
to occupy positions 7 and 8 of the next hop array as shown in a third PNBA bit 
position column 89 in Figure 13. 

5 As shown in Figure 14 a third next hop pointer 86 is associated with the third 
PNBA 80 to indicate the address of the next hop array 72 at which next hop 
information for the first listed prefix encoded by the third PNBA 80 is stored. 

As shown in Figure 10, for the fourth PNBA 82, there is one combination 
which follows the 11 sub-prefix, and has a length of 2 or less and that is, 10, 
10 which correspond to bit positions 5 of the two-bit PNBA shown in Figure 11. 
Bit positions five of the fourth PNBA is thus set to one and all other bit 
positions are set to zero. Consequently, as shown in Figure 14, the fourth 
PNBA 82 has the value 000010. 

Therefore the next hop information associated with only this one sub-prefix 
15 can be appended to the next hop array 72. Consequently, the next hop 

information from the listed prefix on row nine of the listed prefix table shown in 
Figure 10 is appended to occupy position nine of the next hop array 72 as 
shown in the fourth PNBA bit position field column 91 in Figure 13* 

As shown in Figure 14 a fourth next hop pointer 88 is associated with the 
20 fourth PNBA 82 to indicate the position of the next hop array 72 at which next 
hop information for the first listed prefix encoded by the fourth PNBA 82 is 
stored. 

As shown in Figure 14, second, third and fourth ESRBAs 90, 92 and 94 may 
also be associated with each of the second through fourth PNBAs, although in 
25 this embodiment, the ESRBAs for the second and third PNBAs contain all 
zeros because there are no further bits after those already encoded in some 
of the listed prefixes. 



12/30 '99 19:02 



DEC 30 1999 4:10 PM FR U . GEORGIA UANCOUUER 682 0274 TO 17034152559 

if i r 

i 4 

10386ROUS01U 



P. 29 



-21- 

The fourth PNBA 82 has a non-zero fourth ESRBA 94 because, as shown in 
Figure 10, the listed prefix shown in row 10 has at least one more bit, that is, it 
has a fifth bit whereas ail of the other listed prefixes have four bits. 
Consequently, as shown in Figure 14 the fourth ESRBA has the value 0001 
5 and a fifth PNBA 96 is required to encode the fifth bit of the listed prefix in row 
10 of the listed prefix table shown in Figure 10* Following the procedure 
above, the fifth PNBA 96 must encode all of the possible k bit sequences 
following the bit combination 11 under the sub-prefix 11. The fifth PNBA 96 
also has six bits, like all of the other PNBAs of this embodiment. Still referring 
10 to Figure 10, the only bit combination following the bit combination 1111 is 1, 
which corresponds to the second bit position of the fifth PNBA 96. 
Consequently, as shown in Figure 14 the fifth PNBA 96 has the value 010000. 

As shown in Figure 10, as there is only one bit combination which follows the 
1111 bit combination, there is only one record and therefore the next hop 
15 information for the corresponding listed prefix, that is, the listed prefix in row 
10 of the table is appended to the bottom of the next hop array 72 to form a 
tenth position of that array as shown in Figure 13. 

As shown in Figure 14 a fifth next hop pointer 98 is associated with the fifth 
PNBA 98 to indicate the position of the next hop array 72 at which next hop 
20 information for the first listed prefix encoded by the fifth PNBA 96 is stored. 

The fifth PNBA 96 may also have associated with it a fifth ESRBA 100, 
although in this example this ESRBA will have all zeros, i.e. 0000, since there 
are no further bits following the bit combination 11111 

As shown in Figure 14, the first through fifth PNBAs and their associated 
25 ESRBAs and next hop pointers are best arranged into a search key 102 
comprising first, second, third, fourth and fifth pages 102, 104, 106, 108 and 
110 with directions for a second routing program to determine which page to 
address if further searching can be performed after a page has been 
considered. In general, any page having a non-zero ESRBA must have a 



12/30 '99 19:02 



DEC 30 1999 4:11 PM FR W. GEORGIA WNCOUUER 682 0274 TO 17034152559 
10386ROUS01U 

-22- 

next page pointer for this purpose. Thus the first page 103 has a next page 
pointer 1 1 1 pointing to the second page 104 to direct the routing program to 
the second page if further searching can be done after considering page one. 
The second and third pages, 104 and 106 each have no next page pointers 
5 as they already fully encode all listed bit combinations after their respective 

sub-prefixes 00 and 01. The fourth page 108 has a next page pointer 113 
pointing to the fifth page, since the fourth page has a fourth ESRBA 94 
indicating that more bits follow after the bit combination 1111 and since the 
fifth page represents the encoding of such bits under this bit combination. 
10 The fifth page has no next page pointer as the fifth PNBA on the fifth page 
fully encodes all listed prefixes after the bit combination 1111 . 

The search key 102 represents full encoding of the listed prefixes and is 
operable to be used by a routing program according to the second 
embodiment of the invention, to determine a next hop address for a packet 
1 5 received at the network element. 

Locating and Routing According to the Second Embodiment 
In this embodiment, like the first embodiment, the router code segment directs 
the processor circuit to use the destination address of a received packet to 
determine a longest matching listed prefix from the search key and to find the 
20 next hop information from the next hop array 72 using the PNBA bit position 
associated with the longest matching listed prefix. 

More particularly, determining a longest matching listed prefix is achieved by 
first producing PNBA masks for each k or less bit combination in the 
destination address, using a procedure similar to that used to generate the 
25 PNBAs of the search key 102 shown in Figure 14. 

In particular, for each £-bit combination in the destination address a (2* +1 -2)- 
bit PNBA mask is generated wherein bit positions of the PNBA mask are set 
to 1 at position j according to the expression 
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i= 2^2* +vaIue(S i ), (5) 

i*=l 

where: 

Si = one of the prefix substrings of the first, second, ...n* A: -bit 
substring of the destination address; 

5 = the length of S i , and 

value(s) is the decimal value of s t . 

In this embodiment, since the search key described above was generated 
with k-2> the PNBA masks should also be generated using k-2. 

For example, if the destination address is 11101 it has three 2 or less bit 
1 0 combinations which are 1 1 , 1 0 and 1 . 

The first set of two bits is 11 and therefore the second and sixth bit positions 
of a first PNBA mask produced according to the relation above, have ones, 
whereas the remaining bit positions have zeros, as shown in Figure 16. This 
first PNBA mask is for searching the first page 103 of the search key 102. 

15 The second set of two bits is 10 and therefore the second and fifth bit 
positions of a second PNBA mask 114 produced according to the relation 
above, have ones, whereas the remaining bit positions have zeros, as shown 
in Figure 17. This second PNBA mask is for searching the next page 
indicated by the next page pointer 111 associated with the first page 103 

20 shown in Figure 14. Thus, in the embodiment shown, this second PNBA 

mask is for searching the second page 104 of the search key 102. 

The third set of two bits is only one bit long and is the single bit 1 . Therefore 
only the second bit position of a third PNBA mask 116 produced according to 
the relation above, has a one, whereas the remaining bit positions have zeros, 
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as shown in Figure 18, This third PNBA mask 116 is for searching the next 
page indicated by the next page pointer associated with the previous page, tn 
general to avoid wasting computation time unused PNBA masks are not 
generated, in practice. 

5 After producing the first, second and third PN8A masks shown in Figures 16- 
18, these masks are then compared against PNBAs of appropriate pages in 
the search key 102, the appropriate pages being determined as described 
below. 

The first PNBA mask 112 shown in Figure 16 is compared against the first 
10 PNBA 69 of the first page 103 shown in Figure 14 by ANDing the first PNBA 
69 and the first PNBA mask 112 together to produce a first resultant PNBA 
118 as shown in Figure 19. 

In the first resultant PNBA 118 the bit position associated with possible next 
hop information is the highest numbered bit position with a bit value of one. 
15 As shown in Figure 19, in this embodiment that position is position 6. {f no 
such bit position exists, then there is no next hop information in the next hop 
array and the packet is routed to a default port. 

If the bit position located above is greater than or equal to 1 1 then the next hop 
information is given at a position in the next hop array 72 shown in Figure 13 
20 as determined by the following expression: 

JTpNjBA(i) + va/ue(next hop pointer in the page), (6) 

where 

PNBA(i) = 0 for f <1. 
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Using the above expression, with position 6 determined from Figure 19, 

Y d PNBA(i)^4;an6 

va/ue(next hop pointer in the page) = 1 
5 4+1=5. 

Consequently, possible next hop information is given in the fifth position of the 
next hop array 72 shown in Figure 13, An index to this fifth position is stored 
for later use. 

Before deciding to use the possible next hop information determined above as 
10 the actual next hop information, it is necessary to determine whether or not 
any longer matching listed prefix is encoded. To do this it is necessary to 
determine which page should be used next in looking for a longest match. To 
determine which page is to be used next, it is necessary to produce an 
ESRBA mask for each PNBA mask. In general, each ESRBA mask has 2* 
1 5 bits with bits at positions p set to 1 according to the following expression: 

p = largest PNBA mask bit position - 2 k ~ l , (7) 

In the present example k = 2 and the largest PNBA mask bit position which is 
set to one in the first PNBA mask 112 shown in Figure 16 is 6. Therefore as 
shown in Figure 20 the fourth bit position of a first ESRBA mask 120 is set to 
20 one while all other bit positions are set to zero. Similarly, the largest PNBA 
mask bit position which is set to one in the second PNBA mask 114 shown in 
Figure 17 is 5 and therefore as shown in Figure 21 the third bit position of a 
second ESRBA mask 122 is set to one. Finally, the largest PNBA mask bit 
position which is set to one in the third PNBA mask 116 shown in Figure 18 is 
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2 and therefore as shown in Figure 22 no bits in a third ESRBA mask 124 are 
set to one, rather they are all set to zero. 

After having produced the above ESRBA masks, the first ESRBA mask 120 
shown in Figure 20 is ANDed with the first ESRBA 76 of the first page 103 
5 shown in Figure 14. This produces a first resultant ESRBA 126 as shown in 
Figure 23. Next it is necessary to locate the bit position m of the first 
resultant ESRBA 126 which has a one. If no such bit position exists, then 
there is no next page to continue the search and the search is terminated, in 
which case the pointer to the next hop information located above in 
10 connection with the first resultant PNBA 118 shown in Figure 19 is used as 
the actual pointer to the next hop information. In this example, the next hop 
information associated with the fifth position in the next hop array 72 shown in 
Figure 13 would be used. 

If m > l , then the next page p is given according to the following expression: 

15 p - ^ESRBA(i) + value (next page pointer in the current page), (8) 

where 

£SKfi4(0»0forf<l. 

In the present example, the bit position in the first resultant ESRBA 126 
shown in Figure 23 which has a one is 4 and therefore m s= 4 . 

20 Using the above expression, 

m = 4, 

f^ESRBAii) = 2; and 

£=1 

value page pointer in the current page) = 2 
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2+2=4. 

Consequently, the next page to be considered is the fourth page 108 of the 
search key 102 shown in Figure 14. Therefore the second PNBA mask 114 
shown in Figure 17 is to be ANDed with the fourth PNBA 82 shown in Figure 
5 14 to determine a second resultant PNBA 128 shown in Figure 24. 

In the second resultant PNBA 128 the bit position associated with possible 
next hop information is the highest numbered bit position with a bit value of 
one. As shown in Figure 24, in this embodiment that position is position 5. If 
no such bit position exists, then the packet is routed to the port identified by 
10 the position determined in considering the first resultant PNBA, which in this 

embodiment would be the fifth position. 

If the bit position is greater than or equal to 1, then the next hop information is 
given at a position in the next hop array determined by the following 
expression: 

1 5 2 PNBA ® + yalue ( next h °P P ointe r in the page), (9) 

where 

PNBA(i) = 0for i<1. 

In this example, using the above expression, with position 5 (n=5) ( the entry in 
the next hop array 72 shown in Figure 13 Is given at the following location: 

20 Y d PNBA(i) = 0\ar\6 

value (next hop pointer in the page) = 9 
0 + 9 = 9. 
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Consequently, the ninth position in the next hop array is the next most 
possible position which holds the necessary next hop information, if no further 
searching is to be done. 

To determine whether or not any further searching is to be done T it is 
5 necessary to determine whether or not there is a next page on which further 

searching can be performed. To find which page, if any with which to 
continue the search, the second ESRBA mask 122 shown in Figure 21 is 
ANDed with the ESRBA associated with the current page under 
consideration. In this embodiment the current page under consideration is the 
10 fourth page 108, so the second ESRBA mask 122 is ANDed with the fourth 
ESRBA 94 shown in Figure 14 and this produces a second resultant ESRBA 
130 as shown in Figure 25. 

The next page on which to continue searching would be given by examining 
the second resultant ESRBA 130 to determine the bit position having a one 

15 and using the number of that position in expression (8) above for determining 
a next page, in the present example, the second resultant ESRBA 130 has all 
zeros and therefore, there are no further pages on which to continue the 
search. The search process is therefore terminated here and the next hop 
information stored at the ninth position of the next hop array 72 shown in 

20 Figure 13 contains the next hop information corresponding to the longest 
matching prefix. The packet may then be routed to a port associated with 
next hop information specified by the ninth position of the next hop array. If 
no next hop entry location is found by the time the search process is 
completed, the packet is routed to the default port. 

25 Encoding According to a Third Embodiment 

Referring to Figure 26, in accordance with a third embodiment of the 
invention, a search key comprising a single page, comprising first, second, 
third, fourth and fifth PNBA-ESRBA pairs 140, 142, 144, 146 and 148 is 
shown generally at 138. In this embodiment, the five PNBAs and ESRBAs 
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comprising the PNBA-ESRBA pairs are the same as the first, second, third, 
fourth and fifth PNBAs 69, 78, 80, 82 and 96 and first, second, third, fourth 
and fifth ESRBAs 76, 90, 92, 94 and 100 of the second embodiment, and are 
produced in the same manner. They are merely listed differently, in a single 
5 page format In addition, the generic page in this embodiment includes a next 

hop pointer 150 and a next page pointer 152. In generating successive 
PNBAs, the same next hop array as shown in Figure 13 is also produced. 
Thus Figure 13 represents the next hop array produced by either of the 
second or third embodiments. 

10 Locating and Routing According to the Third Embodiment 

in this embodiment, like the first and second embodiments, the router code 
segment directs the processor circuit 30 to use the destination address of a 
received packet to determine a longest matching listed prefix from the search 
key and to find the next hop information from the next hop array 72 using the 

1 5 PNBA bit position associated with the longest matching prefix. 

More particularly, determining a longest matching listed prefix is achieved by 
first producing PNBA masks for each k or less bit combination in the 
destination address, using the procedure described above in connection with 
the second embodiment. Consequently, the same first, second and third 
20 PNBA masks 112, 114, and 116 shown in Figures 16, 17 and 18 respectively 
are produced. 

The first PNBA mask 112 is ANDed with the first PNBA 69 in the single page 
shown in Figure 26 to produce a first resultant PNBA 118 which is the same 
as the first resultant PNBA 118 generated in accordance with the second 
25 embodiment of the invention and shown in Figure 19. 

In the first resultant PNBA 118 the bit position associated with possible next 
hop information is the highest numbered bit position with a bit value of one. 
As shown in Figure 19, that position is position 6. If no such bit position, n, 



12/30 '99 19:02 



4:13 PM FR LI. GEORGIA UANCOUUER 682 0274 TO 17034152559 
10386ROUS01U 



co- 
exists in the resultant PNBA, then there is no next hop information in the next 
hop array. 

If n > l, then the location of the next hop information in the next hop array 72 
shown in Figure 13 is given by the following expression: 

J] JVa^.^ (10) 

where 

PNBA t (i)~Q for i<\ or t<0; 

\PN3A\ is the length of the PNBA string; and 

PNBA t is the i th PNBA in the page and the current PNBA being 
examined. 

In this example there are five PNBA-ESRBA pairs. 
Using expression (10) above, 

0 \™ &A j\ 

X £/WA4,(0-0;and 

6-1 

J^PNBA i (i) = 4; and 

value (next hop ptr in the page) = 1 
0 + 4 + 1=6. 

Consequently, possible next hop information is given in the fifth position of the 
next hop array 72 shown in Figure 13. 
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Before deciding to use the possible next hop information determined above as 
actual next hop information, it is necessary to determine whether or not any 
longer matching listed prefix is encoded. To do this it is necessary to 
determine which PNBA-ESRBA pair in the current page or some other page if 
5 there is one, should be used next in looking for a longest match. To 
determine which PNBA-ESRBA pair is to be used next, it is necessary to 
produce an ESRBA mask for each PNBA mask. In general, each ESRBA 
mask has 2* bits with bits at positions p set to 1 according to the following 
expression: 

10 p = largest PNBA mask bit position - 2*" 1 , (11) 

The three PNBA masks are shown at 112, 114 and 116 respectively in 
Figures 16, 17 and 18 respectively. In the present example k = 2 and the 
largest PNBA mask bit position which is set to one in the first PNBA mask 112 
shown in Figure 16 is 6. Therefore as shown in Figure 20 the fourth bit 

1 5 position of the first ESRBA mask 120 is set to one while all other bit positions 

are set to zero. Similarly, the largest PNBA mask bit position which is set to 
one in the second PNBA mask 114 shown in Figure 17 is 5 and therefore as 
shown in Figure 21 the third bit position of the second ESRBA mask 122 is set 
to zero. Finally, the largest PNBA mask bit position which is set to one in the 

20 third PNBA mask 116 shown in Figure 18 is 2 and therefore as shown in 
Figure 22 no bits in the third ESRBA MASK 124 shown in Figure 22 are set to 
one, rather they are all set to zero. 

After having produced the above three ESRBA masks, the first ESRBA mask 
120 shown in Figure 20 is ANDed with the first ESRBA 76 of the first PNBA- 
25 ESRBA pair 140 shown in Figure 26. This produces a first resultant ESRBA 
126 as shown in Figure 23. Next it is necessary to locate the bit position m of 
the first resultant ESRBA 126 which has a one. If no such bit position, m , 
exists, then there is no next page to continue the search and the search is 
terminated, in which case the pointer to the next hop information located 
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above in connection with the first resultant PNBA shown in Figure 19 is used 
as the actual pointer to the next hop information. 

if m > 1 , then the next PNBA-ESRBA pair to consider is an entry in the current 
page or in another page as given by the following expression: 

t _ t \ESRBAj\ m 

5 r = 2 ^ESRBAjW + Y^ESRBA^ + l, (12) 

j=l M i=t 

where: 

ESRBA,(i) = 0 for / < 1 or t < 0 , 

\ESRBA\ is the length of the ESRBA string, 

ESRBAt te the i' h ESRBA in a page and the current ESRBA being 
10 examined; and 

u is the number of PNBA-ESRBA pairs stored in a page. 
In this example there are five PNBA-ESRBA pairs. 
Using the above expression In the present example: 

0 \BSUUj\ 

r = J ££Si?&4,.(i) = 0;and 

15 ^£SfcB4(i) = 3 

i=i 

0 + 3 + 1=4. 

Note that r - 4 < u = 5 . Consequently, the fourth PNBA-ESRBA pair of the 
current page is the next PNBA-ESRBA pair to be considered. 
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If r>u, then the next PNBA-ESRBA pair is determined by calculating the 
remainder v of r integer-divided by u and this remainder identifies the 
PNBA-ESRBA pair of another page identified according to the following 
expression: 



Next page = next page pointer in current page 



(13) 



In the present example, to this point the next PNBA-ESRBA pair in the 
present page has been identified as the fourth PNBA-ESRBA pair 146 shown 
in Figure 26. The fourth PNBA 82 of this fourth PNBA-ESRBA pair 146 is 
then ANDed with the second PNBA mask 114 shown in Figure 17 to produce 
10 the second resultant PNBA 128 as shown in Figure 24. 

In the second resultant PNBA 128 the bit position associated with possible 
next hop information is the highest numbered bit position with a bit value of 
one. As shown in Figure 24, in this embodiment that position is position 5. If 
no such bit position exists, then the packet is routed to the location 
15 determined above as provided by evaluation of expression (10) above, which 

was found to be the fifth position of the next ho array 72, in this embodiment. 

If the bit position located above is greater than or equal to 1 , then the next hop 
information is given at a position in the next hop array 72 shown in Figure 13 
determined by the following expression: 

M \ PNM j\ -1 

20 £ Y* Pm M^+Y* pmA &) + ratoe (next hop pointer in the page), (14) 

7=1 i=t M 

where 

PNBA t {f) = 0 for i < I or t < Oand 
\PNBA\ is the length of the PNBA string. 
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Using the above expression in the present example: 

3 \™* A A 

£ ^p^O^siand 

J^PNBA 4 (i) = Q; and 

value (next hop pointer in the page) - 1 

5 8 + 0 + 1=9. 

Consequently, the ninth position of the next hop array is the next most 
possible position of the next hop array 72 which holds the necessary next hop 
information, if no further searching is to be done. 

To determine whether or not any further searching is to be done, it is 
10 necessary to determine whether or not there is a next PNBA-ESRBA pair on 
the same page or on another page on which further searching can be 
performed. To find which pair, if any on which to continue the search, the 
second ESRBA mask 122 shown in Figure 21 is ANDed With the ESRBA 
associated with the PNBA-ESRBA pair under current consideration. In this 
1 5 embodiment the current PNBA-ESRBA pair under consideration is the fourth 

pair 146 so the second ESRBA mask 122 is ANDed with the fourth ESRBA 94 
and this produces the second resultant ESRBA 130 shown in Figure 25. 

The next pair on which to continue searching would be given by examining 
the second resultant ESRBA 130 to determine the bit position having a one 

20 and using the number of that position in expression (12) above for 
determining a next pair. In the present example, the second resultant ESRBA 
130 has all zeros and therefore, there are no further PNBA-ESRBA pairs on 
which to search. The search process is therefore terminated here and the 
next hop information stored at the ninth position of the next hop array 72 

25 shown in Figure 13 contains the next hop information corresponding to the 
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longest matching prefix. The packet may then be routed to a port associated 
with next hop information specified by the ninth position of the next hop array. 
If no next hop array position is found by the time the search process is 
completed, the packet is routed to a default port. 

5 While specific embodiments of the invention have been described and 
illustrated, such embodiments should be considered illustrative of the invention 
only and not as limiting the invention as construed in accordance with the 
accompanying claims. 
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What is claimed is: 

1. A method of encoding a plurality of predefined codes into a search key, 
the method comprising: 

a) producing a Prefix Node Bit Array (PNBA) having a plurality of bit 
5 positions corresponding to possible bit combinations of a bit string 

having a length equal to or less than the longest predefined code 
in said plurality of said pre-defined codes such that said bit 
positions are arranged by the lengths of said possible bit 
combinations and by numeric value of said possible bit 
10 combinations; and 

b) setting bits active in bit positions which correspond to bit 
combinations of said possible bit combinations identified by said 
pre-defined codes. 

2. The method claimed in claim 1 wherein producing comprises arranging 
15 said bit positions in order by ascending lengths of corresponding said 

possible bit combinations. 

3. The method claimed in claim 2 wherein producing comprises further 
arranging said bit positions in order by ascending numeric value of 
corresponding said possible bit combinations. 

20 4. The method claimed in claim 1 further comprising producing a next hop 
array associating bit positions of said PNBA which have active bits with 
routing information for use by a router to route a packet. 

5. The method claimed in claim 1 wherein producing comprises producing 
a plurality of PNBAs, each PNBA corresponding to a sub-group of bits 

25 of said pre-defined codes. 

6. The method claimed in claim 5 further comprising producing an 
External Subtree Root Bit Array (ESRBA) for each PNBA 7 said ESRBA 
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having bit positions corresponding to possible further subgroups of bits 
of said pre-defined codes. 

7. The method claimed in claim 6 further comprising producing a plurality 
of pages, each page comprising a plurality of PNBA-ESRBA pairs. 

5 8. The method claimed in claim 6 further comprising producing a next hop 
array associating bit positions of said PNBA which have active bits with 
routing information for use by a router to route a packet. 

9. The method claimed in claim 8 further comprising associating with 
each of said PNBAs a next hop pointer pointing to a position in said 

10 next hop array at which next hop information associated with a first 

active bit of said PNBA is located. 

10. The method claimed in claim 9 further comprising arranging said 
plurality of PNBAs into a plurality of respective pages, each page 
comprising a PNBA, an associated ESRBA, an associated next hop 

15 pointer and a next page pointer pointing to a next page in said plurality 

of respective pages to be searched, 

11. An apparatus for encoding a plurality of predefined codes into a search 
key, the apparatus comprising: 

a) means for producing a Prefix Node Bit Array (PNBA) having a 
20 plurality of bit positions corresponding to possible bit combinations 

of a bit string having a length equal to or less than the longest 
predefined code in said plurality of said pre-defined codes such 
that said bit positions are arranged by the lengths of said possible 
bit combinations and by numeric value of said bit combinations; 
25 and 
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b) means for setting active bits in bit positions which correspond to 
bit combinations of said possible bit combinations identified by 
said pre-defined codes. 

12. An apparatus for encoding a plurality of predefined codes into a search 
5 key, the apparatus comprising a processor circuit configured to; 

a) produce a Prefix Node Bit Array (PNBA) having a plurality of bit 
positions corresponding to possible bit combinations of a bit string 
having a length equal to or less than the longest predefined code 
in said plurality of said pre-defined codes such that said bit 

10 positions are arranged by the lengths of said possible bit 

combinations and by numeric value of said bit combinations, and 

b) set active bits in bit positions which correspond to bit combinations 
of said possible bit combinations identified by said pre-defined 
codes* 

15 13. The apparatus claimed in claim 12 wherein said processor circuit is 

configured to arrange said bit positions in order by ascending lengths 
of corresponding said possible bit combinations. 

14. The apparatus claimed in claim 13 wherein said processor circuit is 
configured to further arrange said bit positions in order by ascending 

20 numeric value of corresponding said possible bit combinations, 

15. The apparatus claimed in claim 12 wherein said processor circuit is 
configured to produce a next hop array associating bit positions of said 
PNBA which have active bits with routing information for use by a 
router to route a packet. 

25 16- The apparatus claimed in claim 12 wherein said processor circuit is 

configured to produce a plurality of PNBAs, each PNBA corresponding 
to a sub-group of bits of said pre-defined codes. 
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17. The apparatus claimed in claim 16 wherein said processor circuit is 
configured to produce an External Subtree Root Bit Array (ESRBA) for 
each PNBA, said ESRBA having bit positions corresponding to 
possible further subgroups of bits of said pre-defined codes. 

5 18. The apparatus claimed in claim 17 wherein said processor circuit is 

configured to produce a plurality of pages, each page comprising a 
plurality of PNBA-ESRBA pairs. 

19. The apparatus claimed in claim 17 wherein said processor circuit is 
configured to produce a next hop array associating bit positions of said 

10 PNBA which have active bits with routing information for use by a 

router to route a packet. 

20. The apparatus claimed in claim 19 wherein said processor circuit is 
configured to associate with each of said PNBAs a next hop pointer 
pointing to a position in said next hop array at which next hop 

1 5 information associated with a first active bit of said PNBA is located, 

21. The apparatus claimed in claim 20 wherein said processor is 
configured to arrange said plurality of PNBAs into a plurality of 
respective pages, each page comprising a PNBA, an associated 
ESRBA, an associated next hop pointer and a next page pointer 

20 pointing to a next page in said plurality of respective pages to be 

searched. 
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22. A method of locating, in a list of pre-defined codes, a longest code 
matching a given code, the method comprising 

a) producing a search mask encoding at least one portion of said 
given code; and 

5 b) comparing said search mask to a search key having a Prefix 

Node Bit Array (PNBA) in which a bit is set active in at least one 
of a plurality of bit positions corresponding to possible bit 
combinations of bits in a bit string having a length equal to or 
less than the longest predefined code in said plurality of said 

10 pre-defined codes and arranged by the lengths of said possible 

bit combinations and by numeric values of said bit combinations, 
to identify a common active bit position in said search key and 
said search mask corresponding to a one of said pre-defined 
codes having a length greater than all others of said pre-defined 

1 5 codes which correspond to common active bit positions. 

23. The method claimed in claim 22 wherein producing comprises 
producing a Prefix Node Bit Array (PNBA) mask having bit positions 
corresponding to possible bit combinations in said given code and 
wherein said bit positions are arranged by the lengths of said possible 

20 bit combinations and by numeric values of said bit combinations, 

24. The method claimed in claim 23 wherein comparing comprises ANDing 
said PNBA mask with a search PNBA of said search key to produce a 
resultant PNBA. 

25. The method claimed in claim 24 wherein comparing comprises 
25 determining a highest bit position in said resultant PNBA in which a bit 

is set. 
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26. The method claimed in claim 25 wherein comparing further comprises 
selecting as said longest code a pre-defined code corresponding to 
said highest bit position in said resultant PNBA. 

27. A method of locating next hop Information for a packet having a 
5 destination address comprising the method claimed in claim 25 in 

which the destination address is the given code and further comprising 
locating a position in a next hop array associating next hop information 
with active PNBA bit positions of the search PNBA, corresponding to 
said highest bit position in said resultant PNBA. 

10 28. The method claimed in claim 22 wherein producing comprises 
producing a plurality of Prefix Node Bit Array (PNBA) masks having bit 
positions corresponding to possible bit sub-combinations in said given 
code and wherein said bit positions are arranged by the lengths of said 
possible bit combinations and by numeric values of said bit 

15 combinations. 

29. The method claimed in claim 28 wherein comparing comprises ANDing 
at least one of said PNBA masks with a search PNBA encoding 
possible bit sub-combinations of said predefined codes to produce at 
least one resultant PNBA. 

20 30. The method claimed in claim 29 wherein comparing comprises 

determining a highest bit position in said at least one resultant PNBA in 
which a bit is set 

31. The method claimed in claim 30 wherein comparing further comprises 
selecting as said longest code a code having a sub-combination 

25 corresponding to said highest bit position in said at least one resultant 

PNBA, 

32. A method of locating next hop information for a packet having a 
destination address the method comprising the method claimed in 
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daim 31 in which the destination address is the given code and further 
comprising locating a position in a next hop array associating next hop 
information with active PNBA bit positions of the search PNBA, by 
determining a highest numbered bit position in said resultant PNBA 

5 and summing ati of the active bits in the search PNBA in positions of 

the search PNBA less than a position with the same number as said 
highest numbered bit position in said resultant PNBA to produce a 
PNBA sum and adding said PNBA sum to a value representing a next 
hop pointer associated with said search PNBA to produce a next hop 

10 value identifying said position in said next hop array. 

33. The method claimed in claim 30 wherein comparing further comprises 
determining whether or not any longer matching pre-defined code is 
encoded. 

34. The method claimed in claim 33 wherein comparing comprises 
15 comparing said PNBA mask with at least one search PNBA associated 

with a search page. 

35. The method claimed in claim 34 wherein comparing comprises 
determining a next search page to use to seek a longer matching pre- 
defined code. 

20 36. The method claimed in claim 35 wherein determining a next search 
page comprises producing an External Subtree Root Bit Array 
(ESRBA) mask for each PNBA mask, wherein each ESRBA mask has 
2 k bit position where &= the number of bits by which said given code 
is divided into sub prefixes and a bit position P of said each ESRBA 

25 mask is set active according to the following expression; 

P " associated PNBA mask bit position -2*~ l 
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37. The method claimed in claim 36 further comprising ANDing one of said 
ESRBA masks with an ESRBA associated with a said at least one of 
said PNBA masks to produce a resultant ESRBA. 

38. The method claimed in claim 37 further comprising determining a set 
5 bit position in said resultant ESRBA in which a bit is set and summing 

all of the active bits in the search ESRBA in positions of the search 
ESRBA less than a position with the same number as said set bit 
position, to produce an ESRBA sum and adding said ESRBA sum to a 
value representing a next page pointer associated with said search 
10 ESRBA to produce a next page value identifying a next page to use to 

continue searching for a longer matching pre-defined code. 

39. A method of locating next hop information for a packet having a 
destination address, the method comprising the method claimed in 
claim 38 in which the destination address is the given code and further 
comprising locating a position in a next hop array associating next hop 
information with active PNBA bit positions of the search PNBA and 
sorted according to corresponding to said active bit positions, 
corresponding to said highest bit position in said resultant PNBA. 

40. The method claimed in claim 34 wherein comparing comprises 
determining a next PNBA to use to seek a longer matching pre-defined 
code. 

41. The method claimed in claim 40 wherein determining a next PNBA 
comprises producing an External Subtree Root Bit Array (ESRBA) 
mask for each PNBA mask, wherein each ESRBA mask has 2* bit 

25 position where k- the number of bits by which said given code is 

divided into sub prefixes and a bit position P of said each ESRBA 
mask is set active according to the following expression: 

P - associated PNBA mask bit position -2*~* 



15 



20 
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42. The method claimed in claim 41 further comprising ANDing one of said 
ESRBAs with an ESRBA associated with a current PNBA to produce a 
resultant ESRBA. 

43. The method claimed in claim 42 further comprising determining a set 
5 bit position in said resultant ESRBA in which a bit is set active and 

summing the bits of any previous search ESRBAs in the page to 
produce an ESRBA previous sum, summing the bits of a preset search 
ESRBA up to the same position as said set bit position, to produce a 
present ESRBA sum and adding the ESRBA previous sum to the 
10 ESRBA preset sum plus 1 to produce a PNBA-ESRBA indicator 

representing a next PNBA-ESRBA pair to use for searching. 

44. The method claimed in claim 43 further comprising determining a next 
page with which said next PNBA-ESRBA pair is associated according 
to the relation; 



1 5 Next page = next page pointer in current page + 



where 

r - said next PNBA-ESRBA indicator 

u = the number of PNBA-ESRBA pairs associated with a 



page 

20 when 



r > u . 



45. A method of locating next hop information for a packet having a 
destination address, the method comprising the method claimed in 
claim 43 in which the destination address is the given code and further 
25 comprising locating a position in a next hop array associating next hop 
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information with active PNBA bit positions of each search PNBA by 
summing all of the bits of all previous search PNBAs in a page to 
produce a PNBA previous sum, summing all of the bits of a present 
search PNBA associated with said page up to a position where the bit 
5 is set to produce a present PNBA sum and adding the PNBA previous 

sum with the PNBA preset sum plus a value representing a next hop 
pointer associated with the page associated with the preset PNBA to 
produce next hop array position value identifying a next hop array 
position in a next hop array at which said next hop information is 
10 stored. 

46- An apparatus for locating, in a list of pre-defined codes, a longest code 
matching a given code, the apparatus comprising: 

a) means for producing a search mask encoding at least one 
portion of said given code; and 

15 b) means for comparing said search mask to a search key having a 

Prefix Node Bit Array (PNBA) in which a bit is set active in at 
least one of a plurality of bit positions corresponding to possible 
bit combinations of bits in a bit string having a length equal to or 
less than the longest predefined code in said plurality of said 

20 pre-defined codes and arranged by the lengths of said possible 

bit combinations and by numeric values of said bit combinations, 
to identify a common active bit position in said search key and 
said search mask corresponding to a one of said pre-defined 
codes having a length greater than all others of said pre-defined 

25 codes which correspond to common active bit positions. 

47, A apparatus for locating, in a list of pre-defined codes, a longest code 
matching a given code, the apparatus comprising a processor circuit 
configured to: 
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a) produce a search mask encoding at least one portion of said 
given code; and 

b) compare said search mask to a search key having a Prefix Node 
Bit Array (PNBA) in which a bit is set active in at least one of a 
plurality of bit positions corresponding to possible bit 
combinations of bits in a bit string having a length equal to or 
less than the longest predefined code in said plurality of said 
pre-defined codes and arranged by the lengths of said possible 
bit combinations and by numeric values of said bit combinations, 
to identify a common active bit position in said search key and 
said search mask corresponding to a one of said pre-defined 
codes having a length greater than ail others of said pre-defined 
codes which correspond to common active bit positions, 

48. The apparatus claimed in claim 47 wherein said processor circuit is 
configured to produce a Prefix Node Bit Array (PNBA) mask having bit 
positions corresponding to possible bit combinations in said given code 
and wherein said bit positions are arranged by the lengths of said 
possible bit combinations and by numeric values of said bit 
combinations. 

49, The apparatus claimed in claim 48 wherein said processor circuit is 
configured to AND said PNBA mask with a search PNBA of said 
search key to produce a resultant PNBA. 

50. The apparatus claimed in claim 49 wherein said processor circuit is 
configured to determine a highest bit position in said resultant PNBA in 
which a bit is set 

51, The apparatus claimed in claim 50 wherein said processor circuit is 
configured to select as said longest code a pre-defined code 
corresponding to said highest bit position in said resultant PNBA. 
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52. A apparatus for locating next hop information for a packet having a 
destination address, the apparatus comprising the apparatus claimed 
in claim 50 in which the destination address is the given code and 
wherein said processor circuit is configured to locate a position in a 

5 next hop array associating next hop information with active PNBA bit 

positions of the search PNBA, corresponding to said highest bit 
position in said resultant PNBA. 

53. The apparatus claimed in claim 47 wherein said processor circuit is 
configured to produce a plurality of Prefix Node Bit Array (PNBA) 

10 masks having bit positions corresponding to possible bit sub- 

combinations in said given code and wherein said bit positions are 
arranged by the lengths of said possible bit combinations and by 
numeric values of said bit combinations. 

54. The apparatus claimed in claim 53 wherein said processor circuit is 
15 configured to AND at least one of said PNBA masks with a search 

PNBA encoding possible bit sub-combinations of* said pre-defined 
codes to produce at least one resultant PNBA. 

55. The apparatus claimed in claim 54 wherein said processor circuit is 
configured to determine a highest bit position in said at least one 

20 resultant PNBA in which a bit is set. 

56. The apparatus claimed in claim 55 wherein said processor circuit is 
configured to select as said longest code a code having a sub- 
combination corresponding to said highest bit position in said at least 
one resultant PNBA. 

25 57, An apparatus for locating next hop information for a packet having a 
destination address, the apparatus comprising the apparatus claimed 
in claim 56 in which the destination address is the given code and 
wherein said processor circuit is configured to locate a position in a 
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next hop array associating next hop information with active PNBA bit 
positions of the search PNBA, by determining a highest numbered bit 
position in said resultant PNBA and summing all of the active bits in the 
search PNBA in positions of the search PNBA less than a position with 
5 the same number as said highest numbered bit position in said 

resultant PNBA to produce a PNBA sum and adding said PNBA sum to 
a value representing a next hop pointer associated with said search 
PNBA to produce a next hop value identifying said position in said next 
hop array. 

10 58. The apparatus claimed in claim 55 wherein said processor circuit is 

configured to determine whether or not any longer matching pre- 
defined code is encoded. 

59. The apparatus claimed in claim 58 wherein said processor circuit is 
configured to compare said PNBA mask with at least one search PNBA 

1 5 associated with a search page. 

60. The apparatus claimed in claim 59 wherein said processor circuit is 
configured to determine a next search page to use to seek a longer 
matching pre-defined code. 

61. The apparatus claimed in claim 60 wherein said processor circuit is 
20 configured to determine a next search page by producing an External 

Subtree Root Bit Array (ESRBA) mask for each PNBA mask, wherein 
each ESRBA mask has 2* bit position where k - the number of bits by 
which said given code is divided into sub prefixes and a bit position P 
of said each ESRBA mask is set active according to the following 
25 expression: 

P = associated PNBA mask bit position - 2*" 1 
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62. The apparatus claimed in claim 61 farther comprising ANDing one of 
said ESRBA masks with an ESRBA associated with a said at least one 
of said PNBA masks to produce a resultant ESRBA. 

63. The apparatus claimed in claim 62 further comprising determining a set 
5 bit position in said resultant ESRBA in which a bit is set and summing 

all of the active bits in the search ESRBA in positions of the search 
ESRBA less than a position with the same number as said set bit 
position, to produce an ESRBA sum and adding said ESRBA sum to a 
value representing a next page pointer associated with said search 
10 ESRBA to produce a next page value identifying a next page to use to 

continue searching for a longer matching pre-defined code, 

64. An apparatus for locating next hop information for a packet having a 
destination address, the apparatus comprising the apparatus claimed 
in claim 63 in which the destination address is the given code and 

15 wherein said processor circuit is configured to locate a position in a 

next hop array associating next hop information with active PNBA bit 
positions of the search PNBA and sorted according to corresponding to 
said active bit positions, corresponding to said highest bit position in 
said resultant PNBA, 

20 65. The apparatus claimed in claim 59 wherein said processor circuit is 
configured to determine a next PNBA to use to seek a longer matching 
pre-defined code. 

66. The apparatus claimed in claim 65 wherein said processor circuit is 
configured to determine a next PNBA by producing an External 
25 Subtree Root Bit Array (ESRBA) mask for each PNBA mask, wherein 

each ESRBA mask has 2* bit position where k - the number of bits by 
which said given code is divided into sub prefixes and a bit position P 
of said each ESRBA mask is set active according to the following 
expression: 
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P = associated PNBA mask bit position - 2 k ' 1 

67. The apparatus claimed in claim 66 wherein said processor circuit is 
configured to AND one of said ESRBAs with an ESRBA associated 
with a current PNBA to produce a resultant ESRBA. 

5 68. The apparatus claimed in claim 67 wherein said processor circuit is 
configured to determine a set bit position in said resultant ESRBA in 
which a bit is set active and sum the bits of any previous search 
ESRBAs in the page to produce an ESRBA previous sum, and to sum 
the bits of a preset search ESRBA up to the same position as said set 
10 bit position to produce a present ESRBA sum and to add the ESRBA 

previous sum to the ESRBA present sum plus 1 to produce a PNBA- 
ESRBA indicator representing a next PNBA-ESRBA pair to use for 
searching. 

69- The apparatus claimed in claim 68 wherein said processor circuit is 
15 configured to determine a next page with which said next PNBA- 

ESRBA pair is associated according to the relation: 



Next page = next page pointer in current page + 
where 

r = said next PNBA-ESRBA indicator 

20 u = the number of PNBA-ESRBA pairs associated with a 

page 

when 

r >u . 
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An apparatus for locating next hop information for a packet having a 
destination address, the apparatus comprising the apparatus claimed 
in claim 68 in which the destination address is the given code and 
wherein said processor circuit is configured to locate a position in a 
next hop array associating next hop information with active PNBA bit 
positions of each search PNBA by summing all of the bits of all 
previous search PNBAs in a page to produce a PNBA previous sum, 
and by summing all of the bits of a present search PNBA associated 
with said page up to a position where the bit is set to produce a present 
PNBA sum and by adding the PNBA previous sum with the PNBA 
preset sum plus a value representing a next hop pointer associated 
with the page associated with the preset PNBA to produce next hop 
array position value identifying a next hop array position in a next hop 
array at which said next hop information is stored. 

15 



70. 



5 



10 
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ABSTRACT 

A method of encoding a plurality of pre-defined codes into a search key and a 
method of using the search key to locate a longest matching pre-defined code 
to a given code is disclosed. Encoding the pre-defined codes into a search 
5 key involves producing a prefix node bit array (PNBA) having a plurality of bit 
positions corresponding to possible bit combinations of a bit string having a 
length producing a Prefix Node Bit Array (PNBA) having a plurality of bit 
positions corresponding to possible bit combinations of a bit string having a 
length equal to or less than the longest predefined code in said plurality of 

10 said pre-defined codes such that said bit positions are arranged by the 

lengths of said possible bit combinations and by numeric value of said 
possible bit combinations and to setting bits active in bit positions which 
correspond to bit combinations of said possible bit combinations identified by 
said pre-defined codes. The method of locating involves producing a search 

15 mask encoding at least one portion of said given code and comparing said 
search mask to a search key having a Prefix Node Bit Array (PNBA) in which 
a bit is set active in at least one of a plurality of bit positions corresponding to 
possible bit combinations of bits in a bit string having a length equal to or less 
than the longest predefined code in said plurality of said pre-defined codes 

20 and arranged by the lengths of said possible bit combinations and by numeric 
values of said bit combinations, to identify a common active bit position in said 
search key and said search mask corresponding to a one of said pre-defined 
codes having a length greater than ail others of said pre-defined codes which 
correspond to common active bit positions. 

25 
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Docket No. (103&6ROUS01U^ 81395-137 
DECLARATION AND POWER OF ATTORNEY 

As a below-named inventor, I hereby declare that: 

My residence, post office address and citizenship are as staled below beneath my name, 

I believe that I am the original, first and sole inventor [if only one name is listed below] or an 
original, first and joint inventor [if plural names are listed below] of the subject matter which is 
claimed and for which a patent is sought on the invention entitied: 

METHOD AND APPARATUS FOR ENCODING A PLURALITY OF 
PRE-DEFINED CODES INTO A SEARCH KEY AND FOR LOCATING 
A LONGEST MATCHING PRE-DEFINED CODE 

the specification of which [check one] 

[x) is attached hereto 

[ ] was filed on as Application Serial No. 

I hereby state that I have reviewed and understand the contents of the above-identified specification, 
including the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose information which is material to the examination of this 
application in accordance with Title 37, Code of Federal Regulations §1. 56(a). 

"(a) A patent by its very nature is affected with a public interest. The public interest is 
best served, and the most effective patent examination occurs when, at the time an 
application is being examined, the Office is aware of and evaluates the teachings of all 
information material to patentability. Each individual associated with the filing and 
prosecution of a patent application has a duty of candor and good faith in dealing with the 
Office, which includes a duty to disclose to the Office all information known to that 
individual to be material to patentability as defined in this section. The duty to disclose 
information exists with respect to each pending claim until the claim is cancelled or 
withdrawn from consideration, or the application becomes abandoned. Information 
material to the patentability that is cancelled or withdrawn from consideration need not be 
submitted if the information is not material to the patentability of any claim remaining under 
consideration in the application. There is no duty to submit information which is not 
material to the patentability of any existing claim. The duty to disclose all information 
known to be material to patentability is deemed to be satisfied if all mformation known to 
be material to patentability of any claim issued in a patent was cited by the Office or 
submitted to the Office in the manner prescribed by Section 1.97(b)-(d) and 1.98. 
However, no patent will be granted on an application in connection with which fraud on the 
Office was practiced or attempted or the duty of disclosure was violated through bad faith 
or intentional misconduct. The Office encourages applicants to carefully examine: 

(1) prior art cited in search reports of a foreign patent office in a counterpart 
application, 

(2) the closest information over which individuals associated with the filing or 
prosecution of a patent application believe any pending claim patentably 
defines, to make sure that any material information contained therein is 
disclosed to the Office, 
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(b) Under this section, information is material to patentability when it is not cumulative 
to information already of record or being made of record in the application, and 

(1) It establishes, by itself or in combination with other information, a prima 
facie case of unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability . 



A prima facie case of unpatentability is established when the information compels a 
conclusion that a claim is unpatentable under the preponderance of evidence, burden-of- 
proof standard, giving each term in the claim its broadest reasonable construction consistent 
with the specification, and before any consideration is given to evidence which may be 
submitted in an attempt to establish a contrary conclusion of patentability. " 



I hereby claim foreign priority benefits under Title 35, United States Code §119 and/or §365 of any 
4 foreign application^] for patent or inventor's certificate listed below and have also identified below 

(/} any foreign application for patent or inventor's certificate filed by me or my assignee disclosing the 

subject matter claimed in this application and having a filing date (1) before that of the application 
33* on which priority is claimed, or (2) if no priority claimed, before the filing of this application: 



m 



PRIOR FOREIGN APPLICATION^] Priority Claimed 



[Number] [Country] pay/Month/Year filed] 



I hereby claim the benefit under Title 35, United States Code, §120 of any United States 
application^] listed below and, insofar as the subject matter of each of the claims of this application 
is not disclosed in the prior United States application in the manner provided by the first paragraph 
of Title 35, United States Code §112, 1 acknowledge the duty to disclose information which is 
material to patentability as defined in Title 37 , Code of Federal Regulations §L56(a) which became 
available between the filing date of the prior application and the national or PCT international filing 
date of this application: 



[Application Serial No,] [Filing Date] [Status: patented, pending, abandoned] 



POWER OF ATTORNEY: As a named inventor, I hereby appoint as my attorneys and/or agents, 
with full powers of substitution and revocation, to prosecute this application and transact all 
business in the Patent and Trademark Office connected therewith: 

J. Christopher Robinson, Reg. No. 35,772; John W. Knox, Reg. No. 35,776; Neil S. Clark, Reg. 
No. 37,524; and Brian G. Kingwell, Reg, No. 39,482 of the firm Smart & Biggar. 

SEND CORRESPONDENCE TO: John W. Knox 

Box 11560, Vancouver Centre 
2200 - 650 West Georgia Street 
Vancouver, Canada V6B 4NS 

Address telephone calls to; John W, Knox; Reg. No. 35,776 at (604) 682-7295 (PST) 

Address facsimile transmissions to: John W. Knox; Reg. No, 35,776 at (604) 682-0274 
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I hereby declare that all statements made herein of my own knowledge are true and chat all 
statements made on information and belief are believed to be true; and farther that these statements 
were made with the knowledge that wilful false statements and the like so made are punishable by 
fine or imprisonment, or both, under Section 1001 of Tide 18 of the United States Code and that 
such wilful false statements may jeopardize the validity of the application or any patent issued 
thereon. 



Inventor No. 1 
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Signature: date: 1999 

Residence address: 122 Knadson Drive, Kanata, Ontario, Canada K2K 2LS 

Citizenship: Canadian 



Post Office address: As above 
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